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Abstract—Passwords are often criticized due to being prone
to misuses such as bad password creation and management
practices. Experts usually advise using other forms of authentication. While there are plenty of alternative authentication
methods available, an overall assessment often proves to be
challenging. This is because of aspects such as differences in security techniques, different applicability of the system, or varying
difficulties of implementation. To tackle the issue of comparing
different authentication systems, unified criteria are needed.
Bonneau et al. proposed a framework for comparing authentication schemes in their ”The Quest to Replace Passwords”. We
contribute to the quest by providing information and assessment
on the previously unassessed Remote Biometric Authentication
Systems, thus increasing the variety of analyzed systems. We
achieve this by analyzing six exemplary implementations. To
enable proper evaluation of the details of that new category
of authentication schemes, this work furthermore expands the
framework by the two aspects Resilient-to-Biometric-Loss and
No-Trusted-Execution-Environments.
Index Terms—authentication, smartphones, biometric, remote

I. I NTRODUCTION
The hassle of authentication is one of the problems that
are still prominent in the security industry [1]. Even though
passwords can be used in a secure way, actually pursuing
password best-practices such as using complex passwords is
often too much effort for the everyday user. Thus, many
problems deriving from insecure passwords still remain [2].
For years, new authentication principles have been developed.
Be it based on knowledge, possession, or biometry. The perfect
one has not yet been found. While this paper does not attempt
to create or identify the perfect authentication mechanism,
it provides insights into the assessment of a - previously
unassessed - group of authentication systems, the systems for
remote biometric authentication. Remote biometric authentication refers to the attempt of using biometric authentication for
distant, remote applications such as web applications. Section

II-A elaborates on Remote Biometric Authentication (RBA)
Systems and the underlying concepts.
For many years, one main drawback of biometric authentication systems was the fact that biometric sensors were
not broadly available. With the successes and innovations
surrounding modern smartphones, it has been achieved that
almost every person carries around their personal biometric
sensors, built directly into their smartphones.
How can those sensors be used to simplify the average user’s
life? This question is answered by well-known companies such
as Google or Microsoft with their applications for passwordless authentication. Are those systems a valuable and secure
alternative to the ancient password though?
One approach to compare and evaluate authentication systems has been made in 2012 with a framework proposed by
Bonneau et al. in their paper The Quest to Replace Passwords [3]. Since the framework has been revisited in various
valuable contributions [4] [5] [6]. The different contributions
have refined the framework and expanded the number of
evaluated authentication schemes. In 2016, Mayer et al. have
transformed the literature-version of the original framework
into an online application, ACCESS [6]. The Authentication
ChoiCE Support System leverages the potential of performed
analysis on the different authentication systems into a valuable source of information for decision-makers. While ACCESS features plenty different authentication principles and
their various ratings, ranging from Associative Questions [6]
or passwords [3] up to Yubikey [3], it currently lacks the
availability of information on systems for remote biometric
authentication. To tackle this issue, this work provides a threefold contribution:
• Proposal of two new sub-features to the framework
especially required for (remote) biometric authentication
principles in Section III: Resilient-to-Biometric-Loss and
No-Trusted-Execution-Environment. Alongside this work,

Fig. 1. Overview of the authentication process for RBA with the biometric
matching being performed on the mobile device.

Fig. 2. Overview of the authentication process for RBA with the biometric
matching being performed on the server.

•

•

the features are proposed to be added into the ACCESS
platform 1 .
Analysis of six practical implementations of remote biometric authentication systems, thus increasing the diversity and variety of analyzed authentication schemes along
the Quest to replace Passwords in Section IV.
Integration of the assessment and results into to the
aforementioned ACCESS Database.
II. BACKGROUND

To ensure a proper understanding of the underlying principles and the target systems, Section II-A introduces the core
concepts of Remote Biometric Authentication while Section
II-B introduces the underlying framework from related work,
used to analyze the systems.
A. Remote Biometric Authentication Systems
This work considers remote biometric authentication as
those authentication attempts that work passwordless between
a user and a remote server. Upon an authentication attempt,
the authentication system requires biometric data that are
input by a user into their mobile device. For the specified
approach, there are multiple architecture models in which
remote biometric authentication systems could be deployed.
The processes outlined in Figures 1 & 2 show the two core
architectures of remote biometric authentication systems. The
authentication is performed between the user, their mobile
device, and a remote server. The main differences separating both architectures are, where the biometric matching is
performed. Either it is performed on the mobile device in
1 ACCESS

Platform: https://access.secuso.org/

which case the server will only receive the authentication
result: Successful or Failed. In the opposite case, the server
is provided the biometric data and performs the biometric
assessment itself. However, with this scenario, the (secured)
biometric data has to be transferred via the Internet in one
way or another. Besides the two basic implementations, there
are sophisticated authentication architectures which we have
though not yet seen in practice.
In contrast to the RBA, one example for local biometric
authentication could be considered a person using their fingerprint to unlock their smartphone. In that case, the system
that is being accessed is the same one that has full control
over the authentication attempt and the connected biometric
matching and decision-making.
Important is, to keep in mind, that - in contrast to e.g.
password authentication - biometric authentication is always a
question of probability [7]. The retrieved biometric data during
the current authentication attempt is compared against the
biometric templates from the system’s storage. The similarity
of both sets of data is measured. Should the similarity be
higher than a threshold value, the authentication attempt is
rated successful and the user is authenticated. The sovereignty
for said biometric matching should lie within the backend
server. The main reason for this is that a server that is
performing the biometric matching and decision-making itself
would be able to determine the system’s security by adjusting
the thresholds for the biometric decision. If the biometric
decision is performed on a mobile device, the server cannot
judge on the security of that device.
B. Comparing Authentication Systems
In their 2012 work The Quest to Replace Passwords, Bonneau et al. proposed a framework to assess authentication
schemes [8]. The proposed criteria, so-called benefits, are used
to rate the schemes in three different categories: Usability,
Security and Deployability. Inside those categories, they defined 25 benefits (Usability: 8, Security: 11, Deployability:
6). The evaluated system would then be rated on whether
the scheme was Offering the benefit, Not offering the Benefit
or Almost Offering the Benefit (Quasi-Offering the Benefit).
For the original 36 rated authentication schemes, Bonneau et
al. presented the results in a comprehensive table. Some of
the examples of the systems originally compared by Bonneau
et al. in the original work were the traditional Password [9],
Password Managers (e.g. Firefox 2 ) or even Hardware Tokens
such as Yubikey 3 .
Based on this original work, Renaud et al. have suggested
ACCESS (Authentication ChoiCE Support System), an abstract
framework based on the original criteria by Bonneau et al.
Following, Mayer et al. have presented their first realization of
the ACCESS system in their work Supporting Decision Makers
in Choosing Suitable Authentication Schemes [6]. Thereby,
2 Firefox

Browser: https://www.mozilla.org/de/firefox/
2015, ”The YubiKey Manual”, https:// www.yubico.com/
wp-content/ uploads/ 2015/ 03/ YubiKeyManual v3.4.pdf , Retrieved: June 11th
2020
3 Yubikey,

the authors have created an online version of the framework.
With that version, the authors have further chosen to step back
from the original differentiation of Almost- (Quasi-) Offering
the Benefits. Instead, they proposed to introduce multiple
sub-criteria for those aspects. One example is the benefit
of Nothing-to-Carry from the original framework. In the
ACCESS platform it has been refined to feature sub-benefits
which can be rewarded individually such as No-Object-toCarry, Phone-to-Carry, SmartCard-to-Carry, Document-toCarry or Device-to-Carry. This way, the assessment - and in
turn the retrieved results - can be investigated in higher detail
compared to the original framework.
In further work, the authors improved on the platform,
developing the newer version ACCESSv2 [5]. The new platform contains three modules: (1) Information Module, which
allows anybody to retrieve the information stored within the
platform. (2) Collaboration Module, which allows people
to contribute to the knowledge base. (3) Decision Support
Module, which helps decision-makers in choosing the most
suitable authentication scheme.
III. E XTENDING THE ACCESS F RAMEWORK
While the original work already features the analysis of
basic biometric authentication principles such as Fingerprint,
Iris and Voice, that analysis is not entirely applicable to remote
biometric authentication principles. This is due to the fact that
with remote biometric authentication systems - as explained in
Section II-A - more parties are involved in the authentication
attempt. Which in turn brings up questions in regard to data
security, or control about the authentication attempt. Therefore,
this work proposes improvement on the framework in the areas
of the criterions No-Trusted-Third-Party [3] and Resilientto-Internal-Observation [3]. Resilient-to-Internal-Observation
consists of the sub-features Resilient-to-Eavesdropping [5] and
Resilient-to-Malware [5].
Within the ACCESS platform4 , the features are currently
described as:
No-Trusted-Third-Party The scheme does not involve third parties, which might compromise the
prover’s security or privacy when being attacked or
becoming untrustworthy for any other reason.
Resilient-to-Internal-Observation This feature pertains to all observation of the user’s input through
the device itself. This includes malware, (e.g. keyloggers) and intercepting/analyzing the communication
between prover and verifier.
Resilient-to-Eavesdropping The attacker is
not able to intercept the communication
between the client and server to obtain
sensitive information that will enable him
to identify the identity of the user before
the verifier. For this feature, it is assumed
that the attacker is able to bypass Transport
Layer Security (TLS). For example, through
4 ACCESS
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the certification authority or through Manin-the-Middle attacks and can thus access
the plain-text communication of both communication partners.
Resilient-to-Malware Even if the attacker
uses malware to record inputs and outputs
from the device of the user and evaluates it,
they do not manage to obtain the required
credentials of the user. We assume that the
attacker is able to infect devices that we
use in our everyday life such as, personal
computers and smartphones with malicious
software, but they are not able to modify
closed systems such as hardware tokens.
To enable the assessment of a remote biometric authentication application, this work proposes to add two new features.
No-Trusted-Execution-Modules (c.f. section III-A) is supposed
to expand on the interpretation of Third-Party-Systems. From
the server’s point of view, a mobile device should be considered as a Third-Party. Further, Resilient-to-Biometric-Loss
should be considered as an expansion of the classifiers for
Internal-Observation. (c.f. section III-B)
No-Trusted-Execution-Modules This feature requires that all tasks to perform the authentication are
performed in the sovereignty of the server.
Resilient-to-Biometric-Loss This feature requires
the authentication scheme to be free of transfer of
biometric data - even in an encrypted or templated
form - through potentially unsecured channels such
as the internet.
A. No-Trusted-Execution-Modules
With authentication systems such as e.g. OpenID [3] or
FacebookConnect [3], it is entirely obvious that a third party is
integrated into the authentication process. Therefore, the feature of No-Trusted-Third-Party is not assigned. However, for
some Remote Biometric Authentication Systems, the existence
of a third-party can not be as clearly defined. As described in
Section II-A, an authentication in fact happens between three
parties: User, Mobile Device and Server.
From the server’s point of view, the mobile device in charge
of the biometric matching should be considered a ThirdParty. As the current definition of Third-Party differs from
the above scenario, this work proposes the integration of
the new sub-classifier No-Trusted-Execution-Modules for the
group of Resilient-To-Third-Party. By proposing the feature as
described above, the same feature can similarly be used for authentication schemes where Trusted-Execution-Environments
of other systems might be used.
The applicability of this classifier is to be rated on whether
the server in its role as data-owner is performing the actual
process of authentication by itself. If - for that crucial assessment - trust has to be shared with a user’s device, or any other
trusted environment, the specific authentication system is not
awarded the classifier.

This feature differs from the former No-Trusted-ThirdParty: Previously, only a third entity in the authentication
process would be considered a Third-Party. However, NoTrusted-Execution-Environment opens up for the identification of Third-Party-Like entities in-between a communication
affecting only the user and the service provider. Taken the
exemplary password-login from a user’s mobile device, the
mobile device itself is not providing an impact in the authentication. In that case, the authentication is featuring No-TrustedThird-Party as well as No-Trusted-Execution-Environment. If
a user was to perform their authentication to a third-party
service such as e.g. Facebook-Connect, the authentication was
obviously not rated No-Trusted-Third-Party. However, if a user
was to perform a biometric authentication attempt in-between
their mobile device and a remote server, their mobile device
might perform the biometric authentication and only send the
authentication result to the server. In that way, a TrustedExecution-Environment other than the server itself decides
about whether the user is actually authenticated.
B. Resilient-to-Biometric-Loss
Security of the biometric data is one of the most important aspects during the analysis of biometric authentication
systems [10]. Contrasting to authentication mechanisms using
e.g. passwords, the results of potential data loss are far worse.
If a password happens to be compromised due to whichever
reason, the user can easily issue a new password. However,
with biometric data, a compromise of the transferred data
will lead to a user potentially never being able to use those
biometric treats again. Hence, with biometric systems, not only
shall they be Resilient-To-Eavesdropping, but they shall rather
be rated with a feature such as Resilient-to-Biometric-Loss.
The major reason for the proposal of a new feature especially for biometric systems is the following: Currently,
features such as Resilient-to-Eavesdropping primarily take
into account whether the current authentication attempt could
be broken. If the only chance to break the security was
to crack proper encryption in 10-20 years, the system is
regarded as resilient. Handling biometric data however, this
assumption is required to change. Whenever using biometric
data, administrators should be aware that once (raw) biometric
data is compromised, it is most probably compromised for the
user’s entire life.
Therefore, one important aspect to note when considering
whether a system fulfills the feature of biometric secrecy is
the following: In many cases, data will be considered secure if
e.g. the transmission method is properly secured and can not
be broken with current knowledge/technology. One example
would be a situation in which one communication partner
would send (his) biometric data encrypted using the recipient’s
8192-bit RSA key. This communication is currently considered
secure because most probably there will be no method to
break the used encryption in the upcoming years. However,
for years computers have improved their computation strength
and whenever that computational power would come close
to impacting the currently used security mechanisms, one’s

reaction was to increase the key length. This works for secure
information that is likely to have changed in e.g. 20 years.
Whichever e.g. encrypted password gets intercepted today and
cracked in the future is most likely already outdated once
the encryption is cracked. However, as previously outlined,
biometric data does not share the same (short) life-span.
Instead, a (currently) secure transmission of biometric data
might be intercepted today, cracked in the future, and still
prove to be useful for the attacker [11], [12]. Therefore one
main goal of biometric authentication systems should be to
transfer no biometric data via a network. If that is given, the
feature of Resilient-to-Biometric-Loss shall be assigned.
Biometric Security is an area of research that is strongly
populated. Many approaches offer advanced security mechanisms for biometric authentication systems: non-revertible,
revokable Templates offer the possibility to create templates
from the biometric data which can not be used to forge the
original biometric data from them. Further, those templates
can be revoked once they might have been compromised [13].
One main goal should, therefore, be to design secure biometric applications that do not allow an attacker to recreate
the original biometric data from any communication he can
compromise [14].
IV. A NALYSIS AND R ESULTS
This section presents the performed analysis and the retrieved results on the exemplary implementations of remote
biometric authentication schemes. We performed our analysis
on six different systems, both proprietary and Open Source.
5
• Microsoft Authenticator
A wide-spread commercial
product implementing FIDO-like principles. Fast Identity
Online (FIDO) and in particular the standardized FIDO26
7
• ThumbSignIn
ThumbSignIn is a commercial product,
similarly implementing FIDO-like principles.
8
• Gluu Server
Gluu is an Open-Source software which
Similarly to Microsoft Authenticator and ThumbSignIn
implements FIDO-like principles.
9
• Viridium Viridium offers Identity Solutions that enable
FIDO-Certified passwordless authentication.
10
• BioID
Contrasting the previous systems, in their proprietary product, BioID does not implement the FIDOSpecification.
11
• LastPass
LastPass offers proprietary software that
enables password-safe like applications on all of a users
device. However, LastPass further offers support for passwordless biometric authentication.
While the full results of the analysis are to be available
within the ACCESS platform, this work focuses on some of
5 Webpage:

https://www.microsoft.com/authenticator
https://fidoalliance.org/fido2/ specification aim at allowing easier
authentication in the web.
7 Webpage: https://thumbsignin.com/
8 Webpage: https://www.gluu.org/
9 Webpage: https://veridiumid.com/why-veridium/
10 Webpage: https://www.bioid.com/
11 Webpage: https://www.lastpass.com/de
6 Webpage:

the major aspects, especially highlighting the analysis based on
the newly proposed criteria. Many other of the to-be-evaluated
features are identical to the already evaluated biometric authentication methods from the ACCESS platform. One example of this is the criterion of No-Secret-To-Remember, which is
similarly present with remote biometric authentication systems
as it is with classic biometric authentication systems. The
following Subchapter IV-A presents the results as Table IV-A,
while the detailed analysis can be found in the Subsections
succeeding the table.
A. Rating Results
The following graphical representation (Table IV-A) allows
the identification of similarities and differences in-between the
authentication schemes. In the original work by Bonneau et al.
much more information was to be found in the table. However,
for the sake of solely comparing different schemes amongst
each other, the table representation has been streamlined. One
of the aspects that are no longer contained is the depiction of
whether a scheme or the feature of a scheme is considered Better than Passwords. The proposed representation is supposed
to be as simple as possible to allow an easy overview.
The following sub-sections start by providing an in-depth
analysis of the Microsoft Authenticator System. The following
sections for the analysis of the other systems only provide a
shorter analysis as a major amount of the analyzed benefits is
equally applicable.
1) Analysis in-Depth: Microsoft Authenticator: When performing password-less login using biometric authentication
with Microsoft Authenticator, a login attempt will trigger an
authentication request to the user’s phone. The user has to
unlock their phone and approve the authentication attempt
using their biometric authentication method of choice. This
authentication falls back on the phone’s built-in authentication
mechanism which could - in theory - be a PIN instead of a
biometric factor. However, as this work pursues the analysis
of biometric systems, it is assumed that a biometric trait is
used to use the mobile device’s internal authentication [15].
The following paragraphs describe the analysis of Microsoft’s
Authenticator based on the criteria from the assessment framework.
The thorough, step-by-step analysis is omitted in this print
due to space constrictions. The details of the analyzed criteria
can be found in the ACCESS database. This section identifies
some of the specific criteria for RBA-Systems using the example of Microsoft’s Authenticator. Starting with the analysis
of a few exemplary features which are already available in the
database and meaningful for biometric authentication, Scalable
for Users and No Secret to Remember are both assigned to the
system. Those features are defined by the nature of passwordless login systems using biometric authentication. Regarding
the feature of Physically Effortless, most biometric authentication systems will not be considered as such. Specifically, this
is because while working on a computer and using a mobile
device to perform the biometric authentication, the process
of performing the actual biometric assessment interrupts the

user’s workflow. Instead, the mechanism is rated the difficulty
of Type-to-Enter. This is chosen as it depicts the effort that
it takes to enter something into a device that requires some
pressure to operate, which should correspond to the effort it
takes to use a biometric authentication with a phone.
One specialty of biometric authentication is that errors will
always be present. This is due to the biometric systems nature
of matching for similarity [16]. Hence, biometric authentication schemes, in general, Cannot be rated Not-Susceptible-toInput-Errors.
To rate the aspect of No-Trusted-Third-Party and the connected No-Trusted-execution-Modules, the authentication system and in particular the process of authentication has to be
evaluated in detail. Microsoft’s Authenticator adheres to the
process proposed in the FIDO(2) authentication framework.
During the Registration Phase, the authenticating device (e.g.
the smartphone) creates a set of cryptographic keys. The public
key is sent to the identity system (e.g. Azure Active Directory)
and is stored in the user’s profile at the identity provider.
The private key is securely locked on the device, secured
by the authentication factor of choice (e.g. biometrics). The
process of an authentication attempt is hence similar to the
abstract process described earlier in Figure 1 in Section II-A.
During an Authentication Attempt, the identity system requests
authentication and thus sends an authentication prompt to the
user’s device (e.g. the smartphone). The authentication prompt
contains a cryptographic nonce. Upon receiving the authentication attempts, the device requests the user to authenticate
himself e.g. by the means of biometric authentication. This
local authentication unlocks the locally stored and secured
private key that had initially been created. The provided nonce
is being encrypted with the private key of the user and send
back to the identity system where the user can be verified. 12
In the outlined process, the assessment of the biometric
treats provided by the suspected user happens solely on the device itself. Therefore, the connected servers and systems have
to hand over the sovereignty of authentication to the third-party
device. The security of the local biometric authentication on
the device highly depends on the device itself. The availability
of core security features such as liveness detection therefore
cannot be guaranteed. Further, settings such as the threshold
for the biometric decision making cannot be influenced by the
server. The system relies on the authenticating module in the
mobile device and is thus rated as not offering the No-TrustedExecution-Modules benefit. Similarly, as no biometric data is
transferred over any network, the scheme is rated as offering
the feature of Resilient-to-Biometric-Loss.
2) ThumbSignIn: ThumbSignIn provides FIDO-based authentication services. This leads to many similarities to Microsoft Authenticator, especially in the registration and authentication progress. With ThumbSignIn relying on the use of
built-in authentication mechanisms of the user’s smartphones,
12 FIDO-Alliance,
2018,
”Microsoft’s
Path
to
Passwordless”,
https:// fidoalliance.org/
Microsofts-path-to-passwordless-fido-authentication-for-windows-azure-active-directory/ ,
Retrieved: April 30th 2020

TABLE I
R ESULTS FROM THE ANALYSIS OF THE PROPOSED APPLICATIONS . T HE IN - DEPTH RESULTS ARE TO BE FOUND IN THE ACCESS DATABASE .

Security

Resilient-toPhysicalOberservation

Resilient-toInternalObservation

Resilient-toThird-Party

MemorywiseEffortless

Usability

Nothing-toCarry

PhysicallyEffortless

Efficient-to-Use
Infrequent-Errors

it is very similar to the internal process of Microsoft Authenticator. The major contrast between both, MS Authenticator
and ThumbSignIn is that the ThumbSignIn products appear
to be available only as Software-As-A-Service (SaaS), thus
rendering the system furthermore dependent on another thirdparty service. Similarly to Microsoft’s Authenticator, all biometric operations are performed on the mobile device itself,
thus the scheme is rated as providing the feature of Resilientto-Biometric-Loss however the scheme can hence not be rated
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No-Trusted-Execution-Modules.
3) Gluu Server: Gluu offers an Open-Source Identity and
Access Management (IAM) solution, which provides all kinds
of services to operate enterprise-grade architectures. Similarly
to Microsoft’s Authenticator, Gluu’s passwordless authentication processes rely on the FIDO framework and principles.
With that, they implement features such as e.g. cryptographic
nonces or private and public key principles. Due to the close
resemblance of Gluu’s authentication process to Microsoft’s

nearly all criteria are similarly assigned. The only difference
lies in the fact that Gluu as an Open-Source Software is rated
Non-Proprietary and Adopted-Repeadetly. Finally, as Gluu
offers the full solution to be deployed on-premise and managed
within a company, Gluu provides the benefit of No-TrustedThird-Party [17]..
4) Viridium: As Viridium is FIDO2 specified, it shares a
multitude of the criteria of the previously discussed schemes.
Such is that no biometric data is transferred via the network
(Resilient-to-Biometric-Loss) but also that they cannot be
assigned No-Trusted-Execution-Modules. Similar to Microsoft
and Gluu, Viridium offers on-premise installations thus applying the criterion No-Trusted-Third-Party. Further, as Viridium
has been properly certified by the FIDO-Alliance, we rate it
as Adopted-Repeatedly.
5) BioID: BioID is a german company offering authentication solutions either as Biometrics-as-a-Service or as onpremise systems. BioID’s authentication is relying on the
underlying biometric principle of face recognition [18].
BioID proves to be the outlier from the other assessed systems. Mainly because it does not rely on the usage of FIDOlike principles to perform the authentication. With BioID, a
video feed from the user’s webcam is sent to the server, where
then the face recognition is performed. The authentication process hence follows process two from the previously described
RBA processes in Figure 2. The data is evaluated on the
corresponding server. Therefore the authenticating platform
itself has the sovereignty over any authentication and is
therefore assigned the feature No-Trusted-Execution-Modules.
However, there are drawbacks to said solution as well. As
authentication is performed on the server, the server needs
to be provided with the corresponding biometric data. As far
as was identified, the biometric data (pictures) is sent over
an encrypted connection to the server. Once on the server,
the data is being transformed into the irreversible biometric
templates. Therefore, if an attacker was to eavesdrop on that
connection and was to eventually crack the encryption (or even
perform Man-In-The-Middle attacks), he was able to get hold
of the original biometric data. Hence the feature of Resilientto-Biometric-Loss is not assigned. However, as the server itself
is performing the biometric matching, no user device is to be
trusted and hence the system is rated Resilient-to-Malware.
Further, as BioID provides its schema as an on-premise
solution, it can be set-up without having any third-party dependencies, thus No-Trusted-Third-Party is assigned. Besides
that, we rate BioID as not Accessible-with-Visual-Impairments
as the use of a Face-Camera depends on being able to see the
image of oneself properly.
To ensure resilience against replay or eavesdropping attacks,
BioID implements a challenge-and-response-like paradigm
that requires the user to turn his head in a specific way
to ensure liveness. However, this paradigm introduces complexity. Therefore the system Cannot be rated Easy-to-Learn.
The effort for an authentication attempt similarly increases
to Gesticulate-to-Enter. Finally, due to the principle relying
on a video being sent to the authenticating servers, BioID is

Susceptible-to-Transmission-Errors.
6) LastPass: LastPass is essentially a password manager
with additional features such as IAM solutions built on top
of it. Recently, the company has started to offer passwordless authentication with their products. While many of the
discussed features are identical to the other solutions assessed, there are a couple of differences. LastPass claims
that their definition of passwordless is the passwordless login
procedure for a user [19]. Their solution uses the biometric
authentication from the user to then log in with the stored
password from the password safe. Therefore their solution
is to be interpreted as a representative for all biometrically
secured password safes, such as the Apple iCloud Keychain.
Concretely the biometric assessment is performed solely on
the device (Resilient-to-Biometric-Loss). The criterion of NoTrusted-Execution-Modules is hence not assigned. Similarly,
LastPass appears not to be available on-premise, thus rendering
it reliant on a Trusted-Third-Party. Finally, as LastPass is
essentially a biometrically secured password manager, it is
Server-Compatible. However, this brings with it the classic
threats of passwords such as in the case of e.g. a successful
Man-In-The-Middle-Attack.
V. D ISCUSSION
With the results of the analysis, a discussion on the benefits
or shortcomings of the specific authentication schemes can be
performed. Specifically interesting aspects could be benefits
that either none of the biometric schemes offers or benefits
where the different remote biometric authentication schemes
differ.
A. General Interpretation of the Results
The analysis and comparison of different authentication
methods, their weaknesses, and advantages, is primarily an
architecture-comparison. Therefore, the assessment between
many of the systems is not as differentiated as we have
expected. We would expect many more differences to be
found in e.g. a code analysis where advantages of high-quality
product development standards, e.g. Pair Programming or
Reviews might come into play [20].
B. Resilient to Malware
Recalling from the original framework description, systems
are not considered resilient against Malware attacks when
the capturing of data from inside the device might lead to a
compromise of the system’s security. All kinds of smartphonebased biometric authentication systems are possibly prone
to malware that is capable of modifying, altering, and/or
compromising raw biometric data as soon as it is captured
by the sensor. If a system was supposed to be resilient to
malware, it would be required to still be secure even if an
attacker had full control over the device itself. Excluded from
that assumption might be the control over possible Trusted
Execution Environments (TEE) within the device. This is due
to the TEE’s core concept relying on those being still secure
even if the device itself was compromised.

Considering an attacker was able to completely compromise
the device’s security but for the secure enclave, he would
be able to capture all network traffic potentially to be sent
from the device to an authenticating party. Thus, he might be
able to capture either biometric data or the secured biometric
templates as soon as they are sent out from the secure enclave
on the device. If such data is not specifically signed or secured
from within the secure enclave, the attacker might be able to
leverage previously recorded samples for future authentication
attempts with the device. Therefore, if a service had methods such as challenge-response principles implemented, those
might keep an attacker from using the pre-recorded data to
perform the authentication attempt. BioID has implemented
a similar mechanism in its Challenge-Response-Principle requiring user interaction before authentication. In the case of
BioID, such interaction would be e.g. nodding the head up and
down. By enforcing those principles, attackers might be kept
off of using prerecorded data. Another alternative could be a
challenge-response-system which requires to cryptographically
sign nonces with a secret key only available in the TEE on
the system. For similar cases which prevent the attacker to
authenticate even in a case in which he has had previous
control over the device and had the possibility to record
previous authentication attempts, the feature of Resilient-ToMalware would be assigned.
Currently, of the analyzed systems, only BioID offers that
feature. The other systems are relying on the integrated authentication principles of the phone. However, research has
already shown that those principles currently do not live up to
the attacks that they are being confronted with [21].
C. No Trusted Execution Module
Many mobile authentication systems use the authentication methods provided by the device. Those may be the
Face/TouchID of Apple, fingerprint sensors of Samsung, or
any other authentication method provided by mobile phone
manufacturers. This is the proposed way by the FIDO(2)
standard. The framework proposes the authentication in the
following process: An authentication request is sent to the
user from the web application that requires authentication.
The user unlocks their phone using the local (biometric)
authentication which in turn unlocks the secret credentials and
uses those to cryptographically sign a nonce which is used
to authenticate against the server. However, by using those
systems, the remote application is required to trust the user’s
device. Even in a case in which the mobile device might not be
compromised, the security requirements for the biometric authentication system might be severely lower than the security
requirements for the web application. One such factor could be
e.g. a fingerprint sensor that does not perform a proper liveness
detection and is hence easily foolable. Further, the thresholds
for the authentication which are used by the phone might
provide a high False-Match-Rate. I.e. many impostors would
be granted access. To overcome the drawbacks of performing
biometric authentication on the mobile phone directly, the
system architecture should rather consider the server’s backend

to perform the matching and decision-making process. That
way, it is ensured that the remote system has the sovereignty
of allowing or denying access according to principles that
are defined in the backend. As explained previously, BioID
performs such assessment where images are sent to the server
and analyzed (fraud detection, matching, decision making...)
in the system’s backend.
D. Resilient-To-Biometric-Loss
The analysis shows that the question of Resilience-toBiometric-Loss is not as clear as it might be expected. The
FIDO-Framework superimposed the quasi-requirement to be
Resilient-to-Biometric-Loss because the authentication is performed on the mobile devices themselves. In turn, no biometric
data is sent across unsecured channels. Only BioID, which
does not follow the FIDO-standards is not offering this benefit.
E. The Agony Of Choice on the Security Drawbacks
As previously outlined, Resilient-to-Biometric-Loss should
be one of the core considerations in regard to biometric
authentication applications. Judging from the analysis, applications seem to offer only one of the two main benefits:
Either Resilient-To-Biometric-Loss or No-Trusted-ExecutionModules. Most often, both of the two approaches appear to
be mutually exclusive.
Hence, it is in the responsibility of a system administrator to
take both aspects into close consideration. This work proposes
to choose a fitting authentication method based on the use
and the expected potential for dangers from either of the two
drawbacks. This boils down to the question of whether the
importance and security of the application which is supposed
to be accessed make up for the higher risk on the security of
the user’s biometric data. Administrators should similarly take
into account, in which frequency the application is supposed
to be used. One example might be securing access to a user’s
E-Mail account. This is an authentication which is performed
on a regular basis and where a compromise of the system’s
security might have minor consequences. Therefore, in such
a case, an administrator should consider accepting a lower
security level for the E-Mail account itself in favor of the
security of the user’s biometric data. Contrasting this, however,
the CEO of a company might use a business-critical password
manager which is accessed on a seldom basis and only from
the specifically secured company devices. That specific access
is supposed to be biometrically secured now. In such a case,
the security of the application might be regarded as more
important than the security of the user’s biometric data. 13
VI. O UTLOOK
While this work proposed the improvement of the framework around the Quest to replace passwords especially for
(remote) biometric authentication methods, the quest is not
13 This is a fictional example. This work does not propose putting every
CEO’s biometric data at risk. Decisions like outlined above have to be
performed on a case-to-case basis and the potential risks for the biometric
data should be explained to the users.

completed and will very likely not be in the near future.
However, improvements in the knowledge-base for decisionmakers have been achieved. This work opens up new questions
for research. Some of those questions are shortly explained
below.
A. Fuzzy Extactors
Fuzzy extractors have been closely evaluated and improved
over the last years. Their principled take on the problems of deriving the same cryptographic values from similar input data.
One such example might be the derivation of a cryptographic
key from a fingerprint. Due to the challenges with biometric
data which has been outlined before such as that there are
seldomly identical biometric samples for the same user, the
algorithms have to deal with a certain amount of random noise.
Potentially, approaches such as Fuzzy Extractors might be
starting points to investigate solutions in which biometric
samples are collected on the phone, then some data is derived
from them and that data is sent to the server. On the serverside, a sort-of biometric matching can be performed assessing
the data derived from the biometric samples. Depending on
the results, a server would be able to decide on whether to
grant or deny access to the user.
B. Zero-Knowledge-Proofs
Similarly, to the described Fuzzy Extractors, In 2009,
Kikuchi et al. presented an approach to enable zero-knowledge
proofs to be biometric data-compatible [22]. Approaches like
the ones presented by Kikuchi et al. would allow us to take
on the problem of either Resiliency-Against-Biometric-Loss or
No-Trusted-Execution-Modules. In theory, an authentication
attempt might potentially be started on the mobile device,
which in turn captures biometric samples to initiate a ZKPlike authentication with the server. The mobile device might
send information on the biometric samples which does not
contain insights on the biometric data itself to the server.
Depending on the received information, the server can then
calculate the trust values for the authenticating user and their
authentication attempt. If such a system might be imaginable
it might effectively allow shifting the trust to the server-side
while not interfering with the principle of Biometric-DataSecrecy.
C. Evaluation of Importance of Frameworks
As previously outlined, frameworks and the connected requirements to systems implementing those are superimposing certain criteria on the final authentication systems. A
proper analysis of available frameworks and the criteria that
such ideas define for implementing authentication systems
might show certain aspects that require specific investigation.
Further, such an assessment would in turn not only help
the decision-makers in their decision which authentication
mechanism to implement but might further help developers in
assessing which difference the choice of a certain framework
to adhere to makes.

VII. R ELATED W ORK
In Section II we described the improvements and research
alongside the Quest to Replace Passwords. One main aspect
to keep in mind is that the Framework proposed by Bonneau
et al. is mainly assessing the different authentication systems
based on their architecture. This refers to the fact that aspects
such as flaws in the code or other vulnerabilities that might
be introduced by an imperfect implementation of the system
are not assessed. However, the above focus enables us to
assess the different authentication systems on a general level.
As an indicator of the quality of the application in terms of.
e.g. Software Vulnerabilities one can only merely choose the
benefit of Maturity.
Another line of research in the area of remote biometric
authentication has been started by Li and Hwang in 2010 when
they proposed an efficient biometric-based remote authentication scheme [23]. Since, many researcher such as Das A. [24],
An, Y. [25] as well as Park et al. [26] and lately Boonkrong,
S. [27] have started to analyze and enhance the system at
hand. While doing so, they often focussed on evaluating the
actual system in detail by aspects such as computational cost
or few security features such as Session Key Agreement or
Replay Attack Resistance [27]. However, they have not yet
assessed the biometric systems in contrast to other authentication systems and with a specified set of criteria. An in-depth
analysis like performed in the mentioned work is essential
for advancement in the different fields or improvements of
certain frameworks but is incapable of setting the system into
an overall perspective in comparison to alternative systems or
methods.
Similar to the above, plenty of other researchers have
assessed biometric authentication systems or proposed new
(biometric) authentication systems. However, an overall comparison to other systems is seldom done. This work clearly
differentiates between (1) in-depth system assessment which
analyzes the resiliency against potential sophisticated attacks
or analyzes the code quality of a certain implementation of
a system and (2) the overall assessment as performed by
Bonneau et al. and continued by the other researchers. The
later (2) assessment allows us to evaluate whether and for
which instances a certain group of authentication schemes
might be beneficial. In-between a specific group, a more indepth assessment such as (1) should prove valuable.
VIII. C ONCLUSION
The hassle of authentication is one of the problems that
are still prominent in the security industry. Therefore this
work follows-up on Bonneau et al.’s work on the Quest to
Replace Passwords which introduced a framework for rating
and comparing authentication schemes. Since the framework
has been expanded by various other authors in terms of
expanding the variety of schemes analyzed with the framework
as well as enhancing the framework itself by introducing new
criteria and developing it into the ACCESS web application.
This work expands the variety of analyzed schemes inside
the framework by the first analysis of six systems for remote

biometric authentication. Remote Biometric Authentication
refers to the process of using biometric treats to authenticate
against a remote party such as a web application. To perform
the assessment, we propose two new criteria to be added to the
framework: No-Trusted-Execution-Environment and Biometric
Data Secrecy.
With the assessment of Microsoft Authenticator, ThumbSignIn, Gluu, Viridium, BioID, and LastPass, we have identified a central aspect of those remote biometric authentication
systems in their current state: Either, the server has to transfer
its trust in the biometric assessment to a mobile device, or
the system has to transfer the user’s biometric data across
open networks. We see neither of the two options as a perfect
solution and hence shortly describe possible starting points for
future work.
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[10] V. Matyáš and Z. Řı́ha, “Biometric Authentication — Security and
Usability,” in Advanced Communications and Multimedia Security,
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